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Abstract 

Emerging technologies such as artificial intelligence, blockchain, and the Internet of Things are 

transforming the way that consumers interact with businesses and the marketplace. These technologies 

offer new opportunities for consumers to access information, compare products, and make informed 

purchasing decisions, but they also pose new challenges for regulators and policymakers in the area of 

consumer protection. In this abstract, we explore the impact of emerging technologies on consumer 

protection laws, examining the ways in which these technologies are shaping the regulatory landscape and 

the challenges and opportunities they present. We discuss the ways in which emerging technologies are 

changing the nature of consumer harm and the ways in which regulators and lawmakers must adapt to 

address these new threats. We also examine the role of consumer protection laws in promoting the use of 

emerging technologies to benefit consumers, by requiring companies to provide accurate and transparent 

information and by encouraging the development of technologies that help consumers protect their 

interests. Finally, we conclude with a call for greater collaboration between regulators, industry 

stakeholders, and consumer advocates to create a more secure, transparent, and fair marketplace for all 

consumers in the digital age. 
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Introduction 
 

Emerging technologies have brought about many changes in society, from improving efficiency in various 

industries to changing the way we interact with each other. However, with the rise of these new 

technologies, there have also been concerns about their impact on consumer protection laws. 

 

Consumer protection laws are designed to ensure that consumers are protected from unfair or deceptive 

business practices. These laws regulate how businesses can advertise, sell, and provide products and 

services to consumers. As new technologies continue to emerge, there are concerns about how these laws 

will need to adapt to keep up with changes in the marketplace. 
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One of the most significant impacts of emerging technologies on consumer protection laws is the way that 

they have changed the relationship between businesses and consumers. With the rise of e-commerce, for 

example, consumers are increasingly buying products and services online, often from businesses that they 

have never interacted with before. This has created new challenges for consumer protection laws, as it can 

be more difficult to monitor and regulate online transactions. (Competition and Markets Authority ,2019). 

Another impact of emerging technologies on consumer protection laws is the rise of new business models, 

such as sharing economy platforms like Uber and Airbnb. These companies have disrupted traditional 

industries and created new opportunities for consumers to access goods and services. However, they have 

also created new challenges for consumer protection laws, as they often operate in a regulatory grey area 

that can be difficult to navigate. 

 

Data privacy is another area where emerging technologies have had a significant impact on consumer 

protection laws. With the rise of big data and the internet of things (IoT), there is a growing concern about 

how companies collect, store, and use consumer data. This has led to the introduction of new data privacy 

laws, such as the European Union’s General Data Protection Regulation (GDPR), which aim to give 

consumers more control over their personal information (Boyd & Crawford, 2012). 

 

Emerging technologies have also raised concerns about the safety of products and services. For example, 

with the rise of autonomous vehicles, there are concerns about how these vehicles will be regulated and 

who will be liable in the event of an accident. Similarly, with the rise of artificial intelligence (AI), there 

are concerns about how these systems will be regulated to ensure that they are safe and reliable for 

consumers to use. 

 

Key Data Privacy Concerns and Evolving Consumer Protection Laws in Emerging Technologies 

such as IoT and Big Data 

 

Emerging technologies such as the internet of things (IoT) and big data are transforming the way 

businesses collect, use, and share consumer data. While these technologies offer many benefits, they also 

raise significant data privacy concerns, including: 

 

1. Data security: IoT devices and big data systems may store and transmit sensitive personal 

information, such as health data, financial data, and geolocation data, which could be vulnerable to 

cyberattacks and data breaches (Acquisti & Taylor, 2017). 

2. Data collection and use: IoT devices and big data systems may collect vast amounts of personal 

data without consumers' knowledge or consent, raising concerns about transparency and control 

over personal information (International Organization for Standardization, 2019). 

3. Data sharing: IoT devices and big data systems may share consumer data with third parties, which 

can create risks for data misuse or unauthorized access.  

 

To address these concerns, consumer protection laws are evolving to regulate the collection, use, and 

sharing of consumer data in emerging technologies. Some of the key legal frameworks and regulations that 

are being developed to address these issues include: 

 

1. Data protection laws: Many countries have enacted data protection laws to regulate the collection, 

use, and sharing of personal information, including the General Data Protection Regulation 

(GDPR) in the European Union and the California Consumer Privacy Act (CCPA) in the United 

States. (Rysman, 2019). 

2. Cybersecurity laws: Many countries have also enacted laws to regulate cybersecurity, such as the 

Network and Information Security Directive (NISD) in the European Union and the Cybersecurity 

Information Sharing Act (CISA) in the United States. 
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3. Industry-specific regulations: Some industries, such as healthcare and finance, have specific data 

privacy and security regulations, such as the Health Insurance Portability and Accountability Act 

(HIPAA) and the Payment Card Industry Data Security Standard (PCI DSS). 

4. Ethical guidelines: Some organizations, such as the Institute of Electrical and Electronics 

Engineers (IEEE), have developed ethical guidelines for the development and use of emerging 

technologies, including IoT and big data. 

 

The key data privacy concerns associated with emerging technologies such as the internet of things and big 

data include data security, data collection and use, and data sharing. Consumer protection laws are evolving 

to address these concerns, including data protection laws, cybersecurity laws, industry-specific regulations, 

and ethical guidelines for the development and use of emerging technologies. 

 

Sharing economy platforms such as Uber and Airbnb have revolutionized the way people access 

transportation and accommodation services. While these platforms offer many benefits to consumers, they 

also present regulatory challenges that need to be addressed to ensure that they operate fairly and safely. 

Some of the key regulatory challenges are: 

 

1. Classification of workers: One of the key challenges with sharing economy platforms is the 

classification of workers. Many platforms classify their workers as independent contractors rather 

than employees, which can limit their rights and protections under labor laws, such as minimum 

wage and overtime pay (Manwaring, 2018).  

2. Safety concerns: Sharing economy platforms may lack the same safety regulations and standards 

that traditional businesses must comply with, which can create risks for consumers. For example, 

in the case of transportation services, the lack of regulatory oversight can raise concerns about 

driver training, vehicle maintenance, and insurance coverage (Manwaring, 2018).  

3. Consumer protection: Sharing economy platforms may also lack the same consumer protection 

regulations and standards that traditional businesses must comply with. This can create risks for 

consumers, including fraud, data breaches, and inadequate product and service quality 

(Manwaring, 2018). 

 

Regulatory Challenges and Consumer Protection Laws for Sharing Economy Platforms like Uber 

and Airbnb. 

 

To address these challenges, consumer protection laws are evolving to regulate sharing economy platforms. 

Some of the key legal frameworks and regulations that are being developed to address these issues include: 

 

1. Labor laws: Some countries are redefining the classification of workers to ensure that they receive 

fair compensation and benefits, regardless of their classification as employees or independent 

contractors. For example, some jurisdictions have introduced the concept of a "dependent 

contractor" that provides some of the protections of an employee while still allowing for greater 

flexibility in the relationship between the platform and the worker (OECD, 2017). 

2. Safety regulations: Many jurisdictions are introducing safety regulations to ensure that sharing 

economy platforms operate safely and responsibly. For example, transportation services such as 

Uber and Lyft may be required to comply with licensing and insurance requirements, and 

accommodation services such as Airbnb may be required to comply with zoning and building 

codes. 

3. Consumer protection laws: Many countries are enacting or updating consumer protection laws to 

regulate sharing economy platforms, including requirements for transparency and disclosure, 

privacy protection, and dispute resolution mechanisms. For example, some jurisdictions require 

sharing economy platforms to disclose the terms and conditions of their services, provide clear 

cancellation and refund policies, and maintain secure data protection measures. 
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4. Code of conduct and self-regulation: Some sharing economy platforms have introduced their own 

code of conduct and self-regulation policies to ensure that they operate fairly and safely. For 

example, some platforms may require that their drivers or hosts undergo background checks, 

maintain a high level of service quality, and comply with ethical standards (Chawla & Kumar, 

2019). 

 

Sharing economy platforms such as Uber and Airbnb present regulatory challenges related to worker 

classification, safety concerns, and consumer protection. Consumer protection laws are evolving to address 

these challenges, including labor laws, safety regulations, consumer protection laws, and self-regulation 

policies. The key to ensuring that these businesses operate fairly and safely is to strike a balance between 

innovation and regulation, and to work collaboratively with all stakeholders, including the platforms, 

consumers, workers, and regulators, to develop effective and sustainable regulatory frameworks that protect 

the interests of all parties involved. 

 

Impact of Emerging Technologies on Consumer Safety and Regulatory Changes Needed to Ensure 

Adequate Protection: A Focus on Autonomous Vehicles and Artificial Intelligence 

 

Emerging technologies such as autonomous vehicles and artificial intelligence (AI) have the potential to 

revolutionize our lives and bring significant benefits, but they also raise important questions about 

consumer safety. As these technologies become more widespread, it is crucial to examine the impact they 

have on consumer safety and to implement regulatory changes that ensure adequate protection (Dehghan & 

Haghighi, 2015). 

 

Autonomous vehicles are one example of a technology that is rapidly advancing, with many automakers 

investing in the development of self-driving cars. These vehicles have the potential to reduce the number of 

accidents caused by human error, as well as reduce traffic congestion and emissions. However, there are 

also concerns about their safety. In particular, accidents involving self-driving cars have raised questions 

about the ability of the technology to respond to unexpected situations, such as pedestrians or other vehicles 

suddenly appearing in the road. In addition, there are concerns about the reliability of sensors and other 

systems that are used to guide autonomous vehicles (Benöhr, 2020).  

 

To address these concerns, regulatory changes are needed to ensure that autonomous vehicles are safe for 

consumers. One key area of focus is testing and certification. It is important that self-driving cars undergo 

rigorous testing to ensure that they are reliable and can respond appropriately to unexpected situations. In 

addition, there should be strict standards for the design and construction of autonomous vehicles, including 

requirements for backup systems and fail-safe mechanisms that can prevent accidents or mitigate their 

impact (Kerber, 2016). 

 

Another important area of focus is cybersecurity. As autonomous vehicles become more connected, there is 

an increased risk of cyber attacks that could compromise the safety of the vehicle and its passengers. To 

address this risk, regulatory changes are needed to require automakers to implement strong cybersecurity 

measures, such as encryption and multi-factor authentication, to protect against unauthorized access to the 

vehicle's systems (Howells, 2020).  

 

AI is another emerging technology that has the potential to impact consumer safety. AI is being used in a 

variety of industries, including healthcare, finance, and transportation, to automate processes, analyze data, 

and make decisions. While there are many benefits to these applications of AI, there are also concerns 

about its impact on consumer safety (Ebers, 2020).  

 

One area of concern is the potential for bias in AI algorithms. If AI is trained on data that is biased or 

incomplete, it can lead to discriminatory outcomes, such as denying certain groups access to credit or 

healthcare. To address this issue, regulatory changes are needed to ensure that AI algorithms are developed 
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and trained using diverse and representative datasets, and that they are regularly audited to identify and 

correct any biases (Ohlhausen & Okuliar, 2015). 

 

Another area of concern is the accountability of AI systems. If an AI system makes a decision that has 

negative consequences, such as a medical diagnosis that leads to incorrect treatment, it can be difficult to 

determine who is responsible. To address this issue, regulatory changes are needed to establish clear 

guidelines for the development and deployment of AI systems, including requirements for transparency, 

accountability, and liability (Ebers, 2020).  

 

Emerging technologies such as autonomous vehicles and AI have the potential to bring significant benefits 

to consumers, but they also raise important questions about consumer safety. To ensure that consumers are 

adequately protected, regulatory changes are needed to establish standards for testing and certification, 

cybersecurity, and the development and deployment of AI systems. By addressing these concerns, we can 

create a safer and more responsible future for emerging technologies 

 

Regulatory Challenges and Consumer Protection Laws for Sharing Economy Platforms like Uber 

and Airbnb 

 

Social media platforms and other digital tools are empowering consumers to hold businesses accountable 

for their actions in ways that were not possible before. Consumers can now share their experiences with a 

wider audience, and businesses are increasingly aware of the reputational damage that negative reviews and 

comments can cause. This has led to a shift in power dynamics, with consumers having more influence 

over businesses and their actions. In this context, consumer protection laws and regulations are also 

evolving to keep up with these trends (Ebers, 2020). 

 

One way in which social media platforms are empowering consumers is by providing a platform for them 

to share their experiences and opinions. Online review sites, such as Yelp and TripAdvisor, allow 

consumers to rate and review businesses based on their experiences. This can have a significant impact on a 

business's reputation, as potential customers may be influenced by these reviews. In addition, social media 

platforms like Twitter and Facebook provide a way for consumers to share their experiences and grievances 

with a wider audience, often using hashtags to amplify their messages. This can lead to viral campaigns, 

which can attract media attention and put pressure on businesses to take action (Belwal & Belwal, 2020).  

 

Another way in which digital tools are empowering consumers is through the use of data. Consumers can 

use data to compare prices, read reviews, and research businesses before making a purchase. This has 

increased transparency and competition, as businesses must now compete on price, quality, and reputation. 

This has led to an increased focus on customer service and satisfaction, as businesses seek to differentiate 

themselves from their competitors (Belwal & Belwal, 2020).  

 

Digital tools have also made it easier for consumers to access information about their rights and to seek 

redress for unfair or illegal practices. For example, online complaint platforms like Resolver and the Better 

Business Bureau provide a way for consumers to file complaints and seek resolution. Consumers can also 

use social media to publicly call out businesses that they feel have treated them unfairly, which can lead to 

increased accountability and pressure for change (Padalka et al, 2020).  

 

These trends are having a significant impact on consumer protection laws and regulations. Governments 

around the world are taking steps to protect consumers from unfair or deceptive business practices. In the 

United States, for example, the Federal Trade Commission (FTC) has taken action against companies that 

engage in false advertising or fail to protect consumer data. The European Union has also implemented the 

General Data Protection Regulation (GDPR), which gives consumers more control over their personal data 

and imposes significant fines on companies that violate these regulations. 
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In addition, the rise of digital tools and social media platforms has led to the emergence of new regulations 

and standards. For example, the Online Dispute Resolution (ODR) platform in the European Union 

provides a way for consumers to file complaints and seek resolution for online purchases. The Better 

Business Bureau (BBB) in the United States also provides consumers with a way to file complaints and 

seek resolution for a variety of consumer issues (Lucchi, 2006).  

 

These regulations and standards are designed to protect consumers from unfair or deceptive business 

practices and to ensure that they have access to information and resources to make informed decisions. 

They also provide businesses with guidelines and standards for ethical behavior, which can help to build 

trust and confidence among consumers. 

 

Social media platforms and other digital tools are empowering consumers to hold businesses accountable 

for their actions in new and powerful ways. This is leading to increased transparency, competition, and 

accountability, and is having a significant impact on consumer protection laws and regulations. As these 

trends continue to evolve, it will be important for businesses and regulators to keep up with these changes 

and to ensure that consumers are adequately protected (Lucchi, 2006).  

 

Ethical and Legal Implications of Emerging Technologies for Consumer Data and Updating 

Consumer Protection Laws to Ensure Privacy and Security 

 

As emerging technologies become more widespread and sophisticated, they are enabling businesses to 

collect, analyze and store vast amounts of consumer data, often without consumers' knowledge or consent. 

This has raised ethical and legal questions about the use of this data, and the potential risks to consumers' 

privacy and security (Jin, & Wagman, 2020). 

 

The ethical implications of using emerging technologies to collect, analyze and store consumer data are 

vast. For example, companies may use consumer data to create targeted advertising, which can be seen as a 

breach of privacy. There is also the risk of data being misused, sold to third parties or even stolen. In 

addition, there are concerns about how emerging technologies can be used to profile consumers, leading to 

discrimination and unfair treatment (Marano, 2019). 

 

From a legal perspective, there are many consumer protection laws and regulations that apply to the 

collection, analysis and storage of consumer data. In the United States, for example, the Federal Trade 

Commission (FTC) enforces the Fair Credit Reporting Act, which sets out rules for how companies can 

collect and use consumer credit data. The FTC also enforces the Children's Online Privacy Protection Act, 

which requires companies to obtain parental consent before collecting data from children under the age of 

13 (Marano, 2019). 

 

In the European Union, the General Data Protection Regulation (GDPR) sets out strict rules for how 

companies can collect, use and store consumer data, including the requirement for explicit and informed 

consent. The GDPR also requires companies to provide consumers with the right to access their data, and to 

request its deletion (Marano, 2019). 

 

Despite these laws and regulations, there are still concerns about the adequacy of consumer protection in 

the era of emerging technologies. For example, there is the issue of data breaches, which can compromise 

the security of consumer data and lead to identity theft and other forms of fraud. In addition, there are 

concerns about the lack of transparency in how companies use consumer data, and the difficulty of 

obtaining meaningful consent from consumers (Helberger, 2016).  

 

To address these concerns, there is a need for consumer protection laws to be updated to reflect the 

changing technological landscape. One possible approach is to strengthen the rules around data breach 

notification, requiring companies to notify consumers in a timely and transparent manner when a breach 
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occurs. Another approach is to increase transparency around how companies use consumer data, for 

example by requiring them to provide detailed information about the purposes for which data is collected 

and how it is used. 

 

There is also a need for consumer protection laws to address the issue of consent, and to ensure that 

consumers are fully informed about how their data is being used. This could be achieved through the use of 

standardized consent forms, which provide clear and concise information about the purposes for which data 

is being collected and how it will be used. In addition, there may be a need for new laws to address the use 

of emerging technologies such as facial recognition, which raises unique privacy and security concerns 

(Helberger, 2016).  

 

The ethical and legal implications of using emerging technologies to collect, analyze and store consumer 

data are significant, and there is a need for consumer protection laws to be updated to reflect the changing 

technological landscape. This requires a comprehensive approach that addresses the issues of data breach 

notification, transparency, and consent, and that takes into account the unique risks posed by emerging 

technologies such as facial recognition. By doing so, we can ensure that consumers are adequately 

protected, and that their privacy and security are safeguarded in the digital age 

 

Using Emerging Technologies to Empower Consumers and the Role of Consumer Protection Laws in 

Promoting Informed Decision-Making 

 

Emerging technologies offer new opportunities to provide consumers with better information and resources 

to make informed decisions about products and services. These technologies can help consumers compare 

prices, quality, and other features of products and services, and can also help consumers identify and avoid 

fraudulent or deceptive practices. 

 

One way that emerging technologies can provide consumers with better information is through the use of 

product and service comparison tools. These tools allow consumers to compare different products and 

services based on factors such as price, quality, and features, which can help them make more informed 

purchasing decisions. For example, websites like Consumer Reports provide detailed reviews and ratings of 

products, while mobile apps like Gas Buddy help consumers find the cheapest gas prices in their area 

(Atikah, 2020).  

 

Another way that emerging technologies can provide consumers with better information is through the use 

of digital assistants and chatbots. These tools can provide consumers with personalized recommendations 

based on their preferences and purchase history, and can also help consumers find information about 

products and services quickly and easily. For example, Amazon's Alexa and Google Assistant can provide 

product recommendations based on previous purchases, while chatbots on company websites can help 

consumers find answers to common questions about products and services (Helveston, 2015).  

 

In addition to providing consumers with better information, emerging technologies can also help consumers 

identify and avoid fraudulent or deceptive practices. For example, machine learning algorithms can be used 

to detect patterns in data that may indicate fraudulent activity, such as fake reviews or online scams. 

Similarly, blockchain technology can be used to create a secure and transparent record of transactions, 

which can help prevent fraud and ensure that consumers are getting what they paid for (Helveston, 2015).  

 

Consumer protection laws have an important role to play in promoting the use of emerging technologies to 

provide consumers with better information and resources. These laws can require companies to provide 

accurate and transparent information about products and services, and can also prohibit fraudulent or 

deceptive practices. For example, the FTC's Guides Against Deceptive Pricing require companies to 

provide clear and accurate information about the prices of their products and services, and prohibit 

deceptive pricing practices such as false discounts or bait-and-switch schemes (Ducas & Wilner, 2017).  
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Consumer protection laws can also encourage the development of emerging technologies that benefit 

consumers. For example, laws that require companies to provide clear and accurate information about the 

data they collect and how it is used can encourage the development of tools that help consumers manage 

their data and protect their privacy. Similarly, laws that prohibit deceptive advertising can encourage the 

development of tools that help consumers identify and avoid false or misleading claims (Ducas & Wilner, 

2017).  

 

Emerging technologies offer new opportunities to provide consumers with better information and resources 

to make informed decisions about products and services. These technologies can help consumers compare 

prices, quality, and other features of products and services, and can also help consumers identify and avoid 

fraudulent or deceptive practices. Consumer protection laws have an important role to play in promoting 

the use of emerging technologies to benefit consumers, by requiring companies to provide accurate and 

transparent information, and by encouraging the development of technologies that help consumers protect 

their interests (Khan et all, 2014). 

 

European Case Laws 

 

There are several European cases that demonstrate the impact of emerging technologies on consumer 

protection laws. Here are a few examples: 

 

1. The Google Street View case 

 

The Google Street View case refers to a controversy surrounding Google's Street View mapping service, 

which collects street-level panoramic images for use in Google Maps and Google Earth. In 2010, it was 

discovered that Google had been collecting data from unencrypted Wi-Fi networks while collecting images 

for Street View. 

 

This data collection included personal information such as emails, passwords, and browsing history, which 

raised concerns about privacy violations. Google apologized for the incident and pledged to delete the data. 

However, regulators in various countries launched investigations into the matter, and Google faced fines 

and other penalties. 

 

In the United States, the Federal Communications Commission (FCC) conducted an investigation and fined 

Google $25,000 for obstructing the agency's investigation. In Europe, Google faced fines from several 

countries, including a €100,000 fine from France and a €145,000 fine from Germany. In addition, the 

Netherlands Data Protection Authority ordered Google to delete the data it had collected, and the United 

Kingdom's Information Commissioner's Office required Google to sign a commitment to improve its 

privacy practices. 

 

The incident raised concerns about the collection and use of personal data by technology companies and 

sparked discussions about the need for greater regulation and oversight. It also highlighted the importance 

of protecting personal data and respecting individuals' privacy rights in the digital age. 

 

2. GDPR Cases:  

 

The General Data Protection Regulation (GDPR) is a regulation that came into effect on May 25, 2018, and 

aims to protect the privacy and personal data of European Union citizens. Here are some notable GDPR 

cases: 

 Google: In 2019, Google was fined €50 million by the French data protection authority, CNIL, for 

violating GDPR. The CNIL found that Google did not provide adequate information to users about its 

data collection practices, did not obtain proper consent, and did not give users enough control over 

their data. 
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 British Airways: In 2019, British Airways was fined £183 million by the UK Information 

Commissioner's Office (ICO) for a data breach that occurred in 2018. The breach exposed the personal 

data of approximately 500,000 customers, including names, addresses, and payment card details. The 

ICO found that British Airways had not taken adequate security measures to protect customer data. 

 Marriott International: In 2020, Marriott International was fined £18.4 million by the UK ICO for a 

data breach that occurred in 2014. The breach exposed the personal data of approximately 339 million 

guests, including names, addresses, phone numbers, passport numbers, and payment card details. The 

ICO found that Marriott had not taken adequate security measures and did not do enough to protect 

customer data. 

 H&M: In 2020, H&M was fined €35 million by the German data protection authority for violating 

GDPR. The authority found that H&M had been collecting extensive information about employees' 

personal lives, including information about their family members, vacations, and illnesses. This 

information was used to make employment decisions, which the authority deemed inappropriate. 

 Amazon: In 2020, Amazon was fined €746 million by the Luxembourg National Commission for Data 

Protection for violating GDPR. The commission found that Amazon had been collecting and 

processing personal data without proper consent and did not provide adequate information to users 

about its data collection practices. 

 

These cases demonstrate that GDPR is being enforced and that companies that violate the regulation face 

significant fines. They also show the importance of protecting personal data and respecting individuals' 

privacy rights. (Khan et all, 2014) 

 

3. Volkswagen Emissions Scandal: 

 

The Volkswagen emissions scandal, also known as "Dieselgate," was a major case that demonstrated the 

impact of emerging technologies on consumer protection laws. In 2015, it was discovered that Volkswagen 

had installed software in its diesel cars that allowed them to cheat emissions tests. The software would 

detect when a car was being tested and adjust its emissions to meet regulatory standards, but during normal 

driving, the cars emitted up to 40 times the legal limit of nitrogen oxides.  

 

The scandal had a significant impact on consumers who had purchased the affected vehicles, as they were 

not aware of the true emissions levels and had paid a premium for what they believed to be "clean diesel" 

cars. The scandal also led to a loss of trust in the automotive industry and sparked broader discussions 

about the use of software in regulating emissions and environmental standards. 

 

The Volkswagen emissions scandal resulted in fines and legal action against the company, as well as a 

recall of millions of vehicles and the implementation of new regulations to prevent similar situations from 

occurring in the future. The case also demonstrated the need for regulators to keep up with emerging 

technologies and to ensure that consumer protections are in place to prevent fraudulent practices that could 

harm both consumers and the environment. 

 

In Europe, the Volkswagen emissions scandal led to increased scrutiny of the automotive industry and new 

regulations to reduce emissions and promote more transparency in emissions testing. The European Union 

also implemented new regulations to improve the testing and certification of cars and to prevent similar 

fraud from occurring in the future. The scandal highlighted the need for clear and effective regulations that 

promote transparency, informed consent, and consumer empowerment in the use of emerging technologies, 

particularly in highly regulated industries such as automotive manufacturing 

 

Conclusion 
 

In conclusion, emerging technologies are having a significant impact on consumer protection laws. On the 

one hand, these technologies present new challenges for regulators and lawmakers as they struggle to keep 
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up with rapidly evolving technologies and new forms of consumer harm. On the other hand, emerging 

technologies also offer new opportunities to strengthen consumer protections and enhance the effectiveness 

of existing laws and regulations. 

 

In the era of big data, artificial intelligence, and the Internet of Things, consumer protection laws must be 

updated and adapted to address emerging threats such as data breaches, online scams, and algorithmic bias. 

At the same time, regulators must balance the need for robust consumer protections with the imperative to 

foster innovation and encourage the development of new technologies that benefit consumers. 

 

To meet these challenges, policymakers must work collaboratively with industry stakeholders, consumer 

advocates, and academic researchers to develop policies and regulations that strike the right balance 

between innovation and consumer protection. They must also remain vigilant in identifying and addressing 

new and emerging threats to consumers, while ensuring that consumers have the information and resources 

they need to make informed decisions about the products and services they use. 

 

Overall, the impact of emerging technologies on consumer protection laws is complex and multifaceted. 

While there are significant challenges to be overcome, there are also many opportunities to strengthen and 

enhance consumer protections in the digital age. By working together, policymakers, industry stakeholders, 

and consumer advocates can create a more secure, transparent, and fair marketplace for all consumers. 

 

References  
 

Acquisti, A., & Taylor, C. (2017). Privacy and security implications of the internet of things (IoT). Journal 

of Cyber Policy, 2(2), 155-184. https://doi.org/10.1080/23738871.2017.1313811 

Atikah, I. (2020). Consumer protection and fintech companies in indonesia: innovations and challenges of 

the financial services authority. Jurnal Hukum dan Peradilan, 9(1), 132-153. 

Belwal, R., Al Shibli, R., & Belwal, S. (2020). Consumer protection and electronic commerce in the 

Sultanate of Oman. Journal of Information, Communication and Ethics in Society, 19(1), 38-60. 

Benöhr, I. (2020). The United Nations guidelines for consumer protection: Legal implications and new 

frontiers. Journal of consumer policy, 43(1), 105-124. 

Boyd, D., & Crawford, K. (2012). Critical questions for big data: Provocations for a cultural, technological, 

and scholarly phenomenon. Information, Communication & Society, 15(5), 662-679. 

https://doi.org/10.1080/1369118X.2012.678878 

Chawla, N., & Kumar, B. (2019). E-commerce and consumer protection in India: the emerging 

trend. Journal of Business Ethics, 180(2), 581-604. 

CNIL. (2019, January 21). Google LLC. Retrieved from https://www.cnil.fr/en/home_en/Google-LLC 

CNPD. (2020, July 30). Decision of the CNPD – Amazon Europe Core S.à.r.l. Retrieved from 

https://cnpd.public.lu/en/actualites/international/2020/07/amazon-europe-core-sarle.html 

Competition and Markets Authority. (2019). About Us. Retrieved from 

https://www.gov.uk/government/organisations/competition-and-markets-authority/about 

Dehghan, F., & Haghighi, A. (2015). E-money regulation for consumer protection. International Journal of 

Law and Management, 57(6), 610-620. 

Ducas, E., & Wilner, A. (2017). The security and financial implications of blockchain technologies: 

Regulating emerging technologies in Canada. International Journal, 72(4), 538-562. 

Ebers, M. (2020). Liability for artificial intelligence and EU consumer law. J. Intell. Prop. Info. Tech. & 

Elec. Com. L., 12, 204.  

Federal Trade Commission. (2019). Consumer Protection. Retrieved from https://www.ftc.gov/about-

ftc/bureaus-offices/bureau-consumer-protection 

Global Food Safety Initiative. (2019). Our Mission. Retrieved from https://mygfsi.com/about-us/mission/ 

Helberger, N. (2016). Profiling and targeting consumers in the Internet of Things–A new challenge for 

consumer law. Available at SSRN 2728717. 

Helveston, M. N. (2015). Consumer protection in the age of big data. Wash. UL Rev., 93, 859. 

https://doi.org/10.1080/23738871.2017.1313811
https://doi.org/10.1080/1369118X.2012.678878
https://www.cnil.fr/en/home_en/Google-LLC
https://cnpd.public.lu/en/actualites/international/2021/07/amazon-europe-core-sarle.html
https://www.gov.uk/government/organisations/competition-and-markets-authority/about
https://www.ftc.gov/about-ftc/bureaus-offices/bureau-consumer-protection
https://www.ftc.gov/about-ftc/bureaus-offices/bureau-consumer-protection
https://mygfsi.com/about-us/mission/


   

  

 

 

ISSN: 2306-9007                Bashir, Khan & Khan (2020) 

 

 

515 

I 

 

  www.irmbrjournal.com                                                                                      December 2020                                                                                             

 International Review of Management and Business Research                        Vol. 9 Issue.4

                           

R 
M  
B  
R  

Howells, G. (2020). Protecting consumer protection values in the fourth industrial revolution. Journal of 

Consumer Policy, 43(1), 145-175. 

Information Commissioner's Office. (2019, July 8). British Airways fined £183m for data breach. Retrieved 

from https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/07/british-airways-fined-

183m-for-data-breach/ 

Information Commissioner's Office. (2020, October 30). Marriott International fined £18.4million for 

failing to keep customers’ personal data secure. Retrieved from https://ico.org.uk/about-the-ico/news-

and-events/news-and-blogs/2020/10/marriott-international-inc-fined-18-4million-for-failing-to-keep-

customers-personal-data-secure/ 

International Organization for Standardization. (2019). Consumer protection. Retrieved from 

https://www.iso.org/ics/97.220.10/x/ 

Jin, G. Z., & Wagman, L. (2020). Big data at the crossroads of antitrust and consumer 

protection. Information Economics and Policy, 54, 100865. 

Kerber, W. (2016). Digital markets, data, and privacy: competition law, consumer law and data 

protection. Journal of Intellectual Property Law & Practice, 11(11), 856-866. 

Khan, A. S., Ali, A., Saleem, M., Naznin, S., & Shah, M. (2014). Understanding and Analysis of Consumer 

Protection Laws in Pakistan. J. Appl. Environ. Biol. Sci, 4(12), 92-98. 

Kshetri, N. (2018). Blockchain's roles in meeting key supply chain management objectives. International 

Journal of Information Management, 39, 80-89. https://doi.org/10.1016/j.ijinfomgt.2017.12.002 

Lucchi, N. (2006). Digital media & intellectual property: management of rights and consumer protection 

in a comparative analysis. Berlin, Heidelberg: Springer Berlin Heidelberg. 

Manwaring, K. (2018). Will Emerging Technologies Outpace Consumer Protection Law? The Case of 

Digital Consumer Manipulation. Competition and Consumer Law Journal, 141-181. 

Marano, P. (2019). Navigating InsurTech: The digital intermediaries of insurance products and customer 

protection in the EU. Maastricht Journal of European and Comparative Law, 26(2), 294-315. 

OECD. (2017). Consumer protection in the digital age. Retrieved from 

https://www.oecd.org/daf/competition/Consumer-Protection-in-the-Digital-Age.pdf 

Ohlhausen, M. K., & Okuliar, A. P. (2015). Competition, consumer protection, and the right [approach] to 

privacy. Antitrust LJ, 80, 121. 

Padalka, A., Gribincea, A., Lesik, I., Semenda, O., & Barabash, O. (2020). Consumer protection when 

purchasing goods on the Internet. 

Rysman, M. (2019). The economics of online markets and ICT. Journal of Economic Literature, 57(1), 3-

60. https://doi.org/10.1257/jel.20171324 

Singh, V. K., & Kumar, A. (2019). Application of chatbots in business: A review. International Journal of 

Management Studies, 6(2), 18-24. https://doi.org/10.26634/jms.6.2.16868 

Streitfeld, D. (2012, April 16). Google Fined $25,000 for Impeding U.S. Street View Probe. Bloomberg 

News. Retrieved from https://www.bloomberg.com/news/articles/2012-04-16/google-fined-25-000-

for-impeding-u-s-street-view-probe 

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/07/british-airways-fined-183m-for-data-breach/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/07/british-airways-fined-183m-for-data-breach/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/10/marriott-international-inc-fined-18-4million-for-failing-to-keep-customers-personal-data-secure/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/10/marriott-international-inc-fined-18-4million-for-failing-to-keep-customers-personal-data-secure/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/10/marriott-international-inc-fined-18-4million-for-failing-to-keep-customers-personal-data-secure/
https://www.iso.org/ics/97.220.10/x/
https://doi.org/10.1016/j.ijinfomgt.2017.12.002
https://www.oecd.org/daf/competition/Consumer-Protection-in-the-Digital-Age.pdf
https://doi.org/10.1257/jel.20171324
https://doi.org/10.26634/jms.6.2.16868
https://www.bloomberg.com/news/articles/2012-04-16/google-fined-25-000-for-impeding-u-s-street-view-probe
https://www.bloomberg.com/news/articles/2012-04-16/google-fined-25-000-for-impeding-u-s-street-view-probe

